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“The Dangers of Social Networking”
Technology Integration Learning Plan (TILP)
Overview

Student use of social networking sites has dramatically increased in the past few years. The lesson is to better inform students of the dangers of social networking.  The social networking site www.myspace.com is the second most visited site on the Internet.  A video clip called “Internet Safety Night” will be viewed and discussion will follow of what constitutes social networking.  The Internet will be used to critique personal websites and provide examples of social networking.  The Internet will also be used to research dangers of social networking and to participate in online activities to see how successful the students are at finding a predator.  I will also provide links on where students get information to further enhance their understanding of the dangers of social networking. A research paper will be completed at the end of the unit to summarize what the students have learned.
Analysis

This plan is for 7th and 8th grade students located in a rural community.  Through conversations with students and after reviewing the school’s internet logs it was determined that our students were frequently participating in social networking sites.  The logs indicated that students were viewing websites created by other students and participating in chat rooms.  Teachers in my district commented that the students’ conversations were constantly about what was new on “myspace” or “youtube”.

Needs Assessment
To determine the needs of students I will conduct a survey to access whether they believe there are dangers in using the internet for social networking.  I have already determined the need for this particular activity based upon the internet logs at our school, but the survey will give me particular situations I need to address.  I have also conducted informal conversations with students concerning social networking and have always received the response that there is nothing wrong with participating in online conversations with people because there isn’t any way for the person to really know who they are.  
Instructional purpose
The purpose of this learning plan is to make students more aware of the inherent dangers of social networking.  We will:

· explore the concept of anonymity in cyberspace

· explain that people can misrepresent themselves and that it's impossible to be sure what they say is true

· explain that once information and photos are put online, they remain "out there" in public cyberspace, even after being deleted by the individual who posted it

· explain that to really enjoy the power of the Internet, it is important for students to learn how to responsibly handle any situation they might encounter in cyberspace
· explore the benefits of online chatting and messaging and consider scenarios in which they might feel uncomfortable or, inadvertently, give away private identity information
· discuss the difference between personal information (information that does not reveal identity, such as a favorite song or favorite recording artist) and private identity information, (information that can be used to locate a person, such as a name, phone number, school, town, sports teams you play on, parent' names, or birth dates)
· explore private identity information in the context of selecting passwords and look at some students' personal Web sites, evaluating how well each protects or reveals private identity information
Knowledge, Skills, and Attitudes
As a result of the informal discussions with students and student internet log usage, I know that they already know how to access the sites and chat rooms.  I do not believe they understand the vastness of the Internet.  When I conduct student training on internet/network use I ask questions to determine how aware students are concerning giving out private and personal information.  Students believe they are invincible and that nothing bad is ever going to happen to them.  Seventh and Eighth grade students are still young enough to make an impression on the dangers of social networking.  Since they believe nothing will happen to them, it will be a challenge to get the students to see how they could be affected by consequences that occur during social networking.
Scope
This unit on internet safety will take approximately one and a half weeks to complete.  We will begin with a survey to get a better understanding of what students know (or think they know!).  Then we will begin discussing the items listed under the instructional purpose.  The SMARTBoard will be used to provide examples of social networking sites.  Video clips will be used to further enhance the presentation.  The internet will be used to research social networking sites and to participate in online activities.
Design and Development

Desired learning outcomes
Students will be able to:

· Distinguish between cyberpals and face-to-face friends.

· Explain the rules for being safe when dealing with cyberpals
· Explain that people in cyberspace are not always who they seem to be

· Recall rules for safe chatting and messaging

· Explore the concept of privacy in a real-world setting and in cyberspace

· Distinguish between private identity information and personal information
· Recognize the importance of passwords and describe strategies for protecting them

· Explain how to protect private identity information when designing personal Web sites

This learning plan emphasizes the constructivism learning theory.  Students will be provided the opportunity to be actively involved in the learning process.  They will build upon the knowledge they already have concerning the Internet and be more knowledge about the inherent dangers of social networking.
Resources
Various websites will be used to explain the dangers of social networking.
· www.myspace.com – preview personal websites to determine if website contains personal information/private information.  I will select which sites on myspace we will go to.  I will use the SMARTBoard to display the site and then have the students critique the site.

· www.isafe.org – online activities

· www.netsmartz.org –  online activities

· www.besafe.more.net – video clip called “Internet Safety Night” will be shown to students; this site also provides links to about everything you would ever need to know about internet safety.  Students will start here and use the links provided to research the dangers of social networking.

· www.cybersmart.org/info/social_net.asp - curriculum and activities will be used from this site.

These sites contain a wealth of information concerning the dangers of social networking.  The internet will be used to provide the video clip, to participate in online activities, and to research the dangers of social networking.
Structure/Sequence
We will begin with a needs assessment and discussion to determine key areas that will need to be covered.  Then I will use the SMARTBoard to show the “Internet Safety” video clip from MOREnet.  After watching the video clip we will discuss information they learned from the video clip.  Then we will complete some online activities located on the isafe and netsmartz websites.  The online activities and the activities from the cybersmart website will be interspersed.  Then we will critique some sites from the myspace website.  After we are finished discussing and completing activities to cover the learning objectives, the students will conduct research on the internet and complete an essay on what they have learned.
Tentative Timeline

Day 1
-
 Video Clip - Internet Safety Night/Discussion


Day 2
-
Online Activities/Discussion


Day 3
-
Online Activities/Discussion


Day 4
-
Critique Personal Websites on myspace


Day 5
-
Begin Research Paper


Day 6
-
Continue Research Paper


Day 7
-
Rough Draft/Outline of Paper


Day 8
-
Final Copy of Research Paper
Assessment of Student Learning
Various techniques will be used to assess student learning.  I will use Classroom discussion and Question and Answer sessions to determine if understanding is occurring and if further discussion is necessary.  A rubric will be used to grade the research paper.  This rubric will be made available to all students prior to beginning this unit of study.  Online activities will be graded based upon completion of the assignment (I’m not stressing the need for correct answers because the online activities are being used to show how easily misinterpretations can occur when you interact with people you don’t see).
Technology Integration
Technology is a vital component of this learning activity because it will be used as the medium to show the video clip, the personal websites, the online activities, and to research the dangers of social networking.  A SMARTBoard and projector will be used daily to guide the students to sites for research and online activities.

Implementation

I would use the business classroom for this activity and therefore all equipment would be available every day.  I have access to a computer lab, should I encounter problems in the business classroom.  I would need to download the video clip a day or two before the actual presentation of it to ensure that it would work.  I would need to evaluate personal websites on myspace to make sure I use an appropriate site for educational purposes.  I would need to check all websites to ensure they are working properly.  I have backup websites already located, if necessary. Grading rubric would need to be completed prior to starting the lesson.

Evaluation
Evaluation will occur during classroom discussions and question and answer situations by observation.  A checklist will be used to determine if all concepts are being discussed.  Student responses during the critiquing of personal websites will indicate further understanding or whether I need to re-discuss any topics.  Completion of online activities will help to clarify the need to further discuss any objectives.  A rubric will be used to assess understanding of the objectives and to evaluate the research paper.  All responses and comments I receive from students will be used to enhance the learning plan for the next year.  A survey to explore understanding will be used to indicate areas to change/alter/keep for the next year.
State and National Standards
Show Me Performance Standards – 1.2; 1.4; 2.1; 3.1; 4.7
Show Me Knowledge Standards – CA 1, 4, 6
ISTE® National Technology Standards – Performance Indicator #2 & #3 

